The purpose of research -studying the possibilities of practical application of the encryption algorithm based on nonpositional polynomial notations using nested Feistel network. In this paper, a mathematical model of non-conventional encryption algorithm with recursive Feistel network and the encryption mode is described.
Introduction
The increase of the scale of modern information systems increases the need for persistent and effective means of ensuring information security during storage and transmission of data. Today such areas of theoretical and applied research, as creation and analysis of reliability of cryptographic algorithms and protocols, arouse great interest. The encryption system described in this paper applies nonconventional algebraic method, which is based on the theory of nonpositional polynomial notation systems (NPNs) in residue classes. Synonyms of NPNs are polynomial residue number system (RNS), modular arithmetic. Classical modular arithmetic is based on the Chinese remainder theorem, which states that any number can be represented by their remainders (residues) from its division by the base numbers systems, which are formed by pairwise coprime numbers [1] . The difference of the pro- posed method from classical residue notation systems is that in polynomial number system in residue classes bases are not prime numbers but are irreducible polynomials in GF (2) . Nonconventional approach, based on the application of nonpositional polynomial notations, allows to increase reliability and speed of the encryption algorithm as in NPNs all arithmetic operations can be performed in parallel on the base moduli of NPNs.
Nonconventional encryption algorithm based on NPNs
For an electronic message of the length N bits NPNs is formed: bits from the set of all irreducible polynomials of degree not exceeding N working base numbers (moduli) are selected
Selected polynomials (1) forms a bases (moduli) system, in which their order is also important. The working range of the system is defined by the polynomial
where S is a number of selected working base numbers, and m i is a degree of the corresponding p i (x).
All selected base numbers (1) must differ from each other, i.e. must be unique for this system. Then, according to the terms of the Chinese remainder theorem, in this system, any polynomial of degree less than m has a unique representation as a sequence of remainders (residues) of dividing it by the bases (1).
After forming bases system, a plaintext block of length N bits can be represented as a sequence of residues α 1 (x), α 2 (x), ..., α S (x) from the division of a polynomial F(x) by the working bases p 1 (x), p 2 (x), ..., p S (x):
where
In the same way a secret key of the length N is interpreted in the formed NPNs. It is defined as a residue system β 1 (x), β 2 (x), ..., β S (x), but from the division of the other polynomial G(x) by the same base numbers of the system:
Nonconventional encryption procedure is considered as a function H(F(x), G(x)) of the representation (3) of the plaintext and (4) of the secret key. Obtained ciphertext is also recorded in nonpositional representation as a sequence of residues ω 1 (x), ω 2 (x), ..., ω S (x):
The cryptostrength of the encryption algorithm is defined by a full key, which consists of the base numbers system (3) and the secret key (4).
Modelling of the nonconventional encryption algorithm
To build a model of the nonconventional block cipher the Feistel scheme is used. This scheme has gained wide popularity in the development of symmetric block ciphers. Feistel scheme is a method of mixing the sub-blocks of the input text in the cipher through repetitive application of round-key-dependent nonlinear functions and performing permutation of subblocks [3, 4] . In the standard Feistel network, the plaintext is divided into two sub-blocks of the same length. In general case, the Feistel network can split an input block into n ≥ 2 sub-blocks. Further assumed that all sub-blocks are of the same length, so that each subblock may be involved in the transposition with any other sub-block. A generalized exchange scheme is a permutation of n ≥ 2 sub-blocks in the round. Feistel networks have been extensively studied because of their widespread use in the development of encryption algorithms. Encryption is performed in the developed model in the following way, as shown in Figure 1 .
The input block is divided into two halves L 0 and R 0 . The right side R 0 passes through the conversion function G, which is a nested Feistel network. The resulting transformed sub-block R 0 is XORed with the left sub-block L 0 and becomes the right part R 1 of the input block for the next round, while unmodified sub-block R 0 rearranged to the left L 1 sub-block in the next iteration. (5) with the use of a round key K i . According to (3), the right sub-block R ′ 0 is interpreted as a sequence of residues α 1 (x), α 2 (x), ..., α S (x), while the round key K i , according to (4) , is represented as a system of remainders β 1 (x), β 2 (x), ..., β S (x). Then, the encrypted subblock is obtained in the form of operation In the decryption process of the cryptogram H(x) with known key G(x) for each β i (x) an inverse polynomial β
is calculated, completing the following comparisons
The result is a polynomial which inverse to a polynomial G(x). Then, the original message is restored over:
The use of nested, or recursive, Feistel network scheme can significantly complicate a cryptanalysis of the cipher [5] .
During the modelling of the encryption algorithm the number of round keys on each of the levels and methods of their generation may be different. Therefore, it is possible to build different models of the proposed encryption system with application of nonconventional cipher and nested Feistel networks.
In the developed model the nested network includes sixteen rounds, and the top-level Feistel network consists of four rounds. In the proposed algorithm, sixteen round keys are obtained by shifting the bit sequence of the secret key K on a variable number of bits, which is determined by the degree of the i-th polynomial in the bases system. There also may be used other secret parameters that are defined in the full key. The encryption algorithm based on the NPNs the full secret key depends not only on the length of a key sequence, but also on the chosen system of polynomial bases, as well as on the order of the bases in the system. The use of these properties of the algorithm in the generation of round keys leads to uneven changes in the internal properties of the network, which complicates the analysis of the properties of the cipher.
The greater the length of the input block, the more choices of working systems bases are possible. Therefore, the cryptostrength of the proposed encryption algorithm based on NPNs significantly increases with the length of the electronic message.
This model uses the input block length of 512 bits. In this case, the length of the block of nested Feistel network, for which NPNs is formed, equals 128 bits. This gives a large choice of irreducible polynomials for the construction of the system of working bases [6, 7] .
In this model, to improve the statistical properties of the produced cryptograms an encryption mode is used. Encryption modes are used to modify the encryption process so that the result of the encryption of each block is unique, regardless of the encrypted data and does not allow to draw any conclusions about their structure. This is due primarily to the fact that block ciphers encrypt data blocks of fixed size, therefore there is a potential possibility of information leaks about recurring parts of data which are encrypted by the same key.
In the developed model a Cipher Block Chaining (CBC) mode is applied [7] . The transform is performed in the following way: each block of the plaintext is XORed with the previous block of cryptogram. Thus, results of the encryption of previous blocks affect the encryption of next blocks.
In the beginning of the encryption initialization vector (IV) is used in order to provide that encryption result of any input message is unique. In this regard, the IV has to be a random number. It is not necessary to keep IV in secret; it is possible to pass it along with the message.
To verify the effectiveness and reliability of the proposed model of the nonconventional encryption an algorithm of its computer implementation is developed. Testing of the algorithm is carried out by encryption and decryption of files of various formats. The usage of similar file formats allows to evaluate the effectiveness of the encryption algorithm during processing data with explicit repeating structure. Analysis of the statistical characteristics of the resulting ciphertext is conducted through the use of a set of statistical tests [8] .
Conclusion
Modelling of the encryption algorithm based on NPNs with the use of recursive Feistel scheme is carried out. This approach allows to hide the structural features of the source text block that during additional use of encryption mode greatly improves the statistical characteristics of all ciphertexts.
Ongoing research is focused on the development of recommendations on the practical application of nonconventional encryption algorithm. The results of this study will be used in work on the construction and investigation of the other models of nonconventional encryption algorithm.
